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Speaker verification has been widely and successfully adopted
in many mission-critical areas for user identification. The
training of speaker verification requires a large amount of
data, therefore users usually need to adopt third-party data
(e.g., data from the Internet or third-party data company).
This raises the question of whether adopting untrusted third-
party data can pose a security threat. In this paper, we
demonstrate that it is possible to inject the hidden backdoor
for infecting speaker verification models by poisoning the
training data. Specifically, we design a clustering-based at-
tack scheme where poisoned samples from different clusters
will contain different triggers (i.e., pre-defined utterances),
based on our understanding of verification tasks. The in-
fected models behave normally on benign samples, while
attacker-specified unenrolled triggers will successfully pass
the verification even if the attacker has no information about
the enrolled speaker. We also demonstrate that existing back-
door attacks cannot be directly adopted in attacking speaker
verification. Our approach not only provides a new perspec-
tive for designing novel attacks, but also serves as a strong
baseline for improving the robustness of verification meth-
ods. The code for reproducing main results is available at



IntrOdUCtiOn%ﬂKﬁ l TBST - s oo o e

T—B: 5

BB B ARTMES/E X

F=B: HoOHE, BfEmotivation. methodiF4l (LA NATAIX A
B L ((HEAZERAG ML)

SUB: ik, 3-4%%

& TXRLEERERE/SFERZAMESEHERNINNE (ZHN
3 A — OAERS; KIHIE A = “RT7 GZERERRE, A
;Aﬁxuﬁﬁﬁféf IR FT ) 5 BRI — 5K B RFE BhER AR/ 747 .




Related Work3$ 43

i) Ty T NE s
By i - vl B3R I B
= Tsinghua-Berkeley Shenzhen Institute

TERSEH (e.g., — MU A S &3 — M 7 B[R] i review I 7

FH1E, B HEIER 2 Brelated work ks @ NV 24 KTt

)

RIFEEH B OIS, T A 2 ) 5 52 HE e 18] A 3l 0

(e.g., BIAE W TEAT 220 4h)

e = 5 T B SRS B 0 PRI — BUM R B
B TAE H—Rod 2 5

51 FARE AR — 2

et al 750 BRME




Motivation/Observation¥ 73 @) (D) TBSI -0 amnze

IR EMGI H B ORI AEE, 1l UG AR 1 52 56 20 5 +47
tr, WAl LU A TiERIA B+ M. I X 5 1R 5] AR
Fimethod 1Y & HE M, ik w5 IR I & A insight 1] A /&
incremental '] . &5 —"]— & — 19+, HERIIHTF—

section*)method.




Method -- i 10 42 RO 91 B
I:' y Tsinghua-Berkeley Shenzhen Institute

B BT — KT EN AR RS T ER AR RE

B SCRE5 (B subsectionH Sk A HHIX AN A4, BAK
N4, BFRARR )

B AEITWERE R B, UFI A DU .

B RGFEERZHS (= 3), £ —/"/ subsectiont 5 &5
general pipeline, & subsectioniF& M5 B4 E 4 M

B 7] DUERTESE —subsectioniprelim

AN




EXperimentSSI}:ﬂKﬁ l TBSI i - s o b

— & main experiments + discussion experiments (e.g., ablation study)
EISEWG Sy

RIEME I EHE (AEEERIE 22 ED
ST AT A B 2 AT, S A e
— 7€ £ baseline

5387 B ©HIJT A Eebaseline 94 4

BaselinesflZi#E SE 2 B E S (2/DAHE<1E A Bbaseline fML A
VANINIOEAE/EY)




ConclusionB 7> @) (@) TBSI nr-nxnznzs

B R E SR, sEabstractB N E A, — KA
L2 — 07 5 I 4115 T V% B motivation 5§

BRI AR
B ) DI “FEARA” B Limitations X AR K
TER B




S42 L o | A N
A — A0 ve B3 DI B
Tsinghua-Berkeley Shenzhen Institute

R EE R 2 CRIIET M, AZEITWrE B, KERTUER S
A] LU %

W AR AR RN, G2 AR R common sense )78 P8 — & ZEAE H LT
IS i AR TS 4

ER. ERsomfes, REZHIENES
REAESRKERERIA)T, I H A

IR B A AL I R AR B TR

F XA =R EINE—E, —REm 2 44TE
AR A ZERAUIR, Leanktfogeneral, special caselX Ff

B = A EERA R B B 5L 5 Uk ) claim, SEAE 2 H W E N
presumably/probably/may




S42 L o | A N
A — A0 ve B3 DI B
Tsinghua-Berkeley Shenzhen Institute

B A ERE, — B BEHEIEE
B RENE, AAREEER, B AREIAER
B [K3X Eself-consistent, captionil A BRI ULEE, 1Lkt 6E ER a8

EETATA

WA S, BRTANINA SRS AR e S T A AGE
B4 —

TR, OFE CINAESE EIX 0GR, label KK/ EAE
ReE 5H

B Grammarly & 1875, Linggle® 518/ 1a/#5HC, DeepL &l ¥
Weg,iec, llZERES
B [ Breference A2 — W) (BN EHHAEET 1)



s 7 s Tl 2ok ML e
i - A0 ve 2R I B
Tsinghua-Berkeley Shenzhen Institute

Thanks



